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PROJECT GENESIS
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FOUNDING ELEMENTS

TRUST :
IT Training institute giving blank cheques to trainers

MOTIVATION
Friendly students with strong technical orientation

INNOVATION
Teacher with a lot of (progressive) ideas
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THE BEGINNINGS : should have been better !

SPECIFICATIONS :

nstall and deploy a FREE inventory management tool for
PREC whereas leveraging students technical skills
Present the first version of the tool a month later

HUMAN RESSOURCES :
* A project manager with no time to help
*4 newbies in IT with some skills on Linux (and only two really

motivated by the challenge)

* An IT Trainer, with good Linux and databases skills
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But not so bad ... we had big ASSETS

* Every IT staff member involved knows how to install and use
Linux (they learned it at IPREC )

* The more motivated student is the more high-achieving one
* The trainer is a database expert (and loves PostgreSQL)

So here comes the idea : we can do it ourselves !
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And then started the IT TALE !

5 people in a room during a month with 5 PCs, internet, galions of
coffee and with their personnal goals = The Dream Team

2 Motivated STUDENTS that wanted to develop a software on their own
to put it on their CV and be proud of themselves

1 TRAINER and « technical supervisor » that wanted to consolidate
students skills on Linux and develop their IT talents by learning how to
install, use and maintain a PostgreSQL database

3 Others : well ... loving breaks and surfing !
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How could we make it in a month ?

* Been AGILE .
* Been PROACTIVE (alternative (inverted) learning) Terarion
3 days 5 days 15 days
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Technical architecture
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Installations of PostgreSQL Servers

2 identical environments (system and middleware installs)

- DEVELOPMENT: installed from scratch on a new Virtual Machine (VMWare) with :
*1Gb of memory
* 20 Gb of Disk

* 8 file systems :
/ . source directory
/root : administrator home directory
/bin : system (binaries)
/var : includes /var/log with system log files
lopt : middleware code (e.g. postgresql)
/tmp : for everything that is not mandatory
/usr : system softwares
/home : users home directories

- DEMO / PRODUCTION : new Virtual Machine generated by cloning the development once all
installations and custimizations were done and successfully tested



Installation of PostgreSQL code

Once the VM is successfully installed, backed up and started,
PostgreSQL code and dependencies can be downloaded and installed :

# using a sudo account : install code

sudo yum install postgresql-server postgresql-contrib

# USE SYSTEM STORAGE MANAGER for convenience

sudo yum install system-strorage-manager

# using sudo : create XFS fs to store data and indexes (things are stored in /etc/fstab)
sudo ssm create -s 1G -n cronos_data --fstype xfs -p cronospool /dev/sdb /data/cronos
# give necessary permissions to postgres user

chown postgres.postgres /cronos



Start / Stop PostgreSQL

# using sudo : create new db cluster
postgresql-setup initdb

# postgres HOME should be here : /var/lib/pgsql

# customize postgresql.conf (e.g. change default port)
Basic configuration in the postgresgl.conf file

- Binaries directory : PGENGINE = /usr/pgsql-9.5/bin

- Data directory: PGDATA = /var/lib/pgsql/9.5/data

- Engine log file : PGLOG = /var/lib/pgsql/9.5/pgstartup.log

# using sudo : startup & enable postgres
systemectl start postgresql
systemctl enable postgresql



Basic security on PostgreSQL

Network side basics :

- change default port (5432) in /etc/services file

- custom pg_hba.conf file to allow only php server and PC admin
Client to connect directly to postgresql Server (see next page for details)

- custom postgresgl.conf :
e port TCPIP used by the engine : PGPORT = 5432 by default

e |P adresses listening on the postgreSQL port :
LISTEN ADRESSES='localhost,@ip server ' (ou ™)

Command to check if the listener is running : netstat -an ! grep 5432



Basic security on PostgreSQL

Custom pg_hba.conf file to allow only php server and PC admin
client to connect directly to postgresql server

# Every local connected user can access to everything from everywhere !

# TYPE DATABASE USER ADDRESS METHOD

host all all 127.0.0.1/32 trust

# All users with valid authentication on 192.xxx.xx.10 host can connect to database my_db
# TYPE DATABASE USER ADDRESS METHOD

host my db all 192.xxx.xx.10/32 mddS

# All users with valid authentication in PostgreSQL database on a machine belonging to
the test.com domain (!! password sent in clear ; prefer Idap ou kerberos authentication)
# TYPE DATABASE USER ADDRESS METHOD

host all all test.com password



Basic security on PostgreSQL

https://www.postgresal.ora/docs/9.5/static/ssl-tcp.html


https://www.postgresql.org/docs/9.5/static/ssl-tcp.html

Creating the Database




Extensions : we did not need them but ...




PostgreSQL Backups : the basic way




PostgreSQL Backups ... should be restored
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Web server basic configuration to access

PostgreSQL

Install apache and php servers : nothing special, only the basics in the httpd.conf file
# Directorylndex: name of the « head » file used by Apache
<I[fModule dir_module>
Directorylndex index.html
</IfModule>
# Utilisation de PHP 5.x:
LoadModule php5 module modules/libphp5.so
AddHandler php5-script php
# Adding the « head » php » file index.php to Directorylndex :
Directorylndex index.html index.php
AddType application/x-httpd-php .php
Then do the same thing in the php.conf file
<FilesMatch \.php$>
SetHandler application/x-httpd-php
</FilesMatch>
AddType text/html .php
Directorylndex index.php
php_value session.save handler "files"
php_value session.save path "/var/lib/php/session"



Time to code : connecting to the database




Time to code : retrieving data from the database




Time to code : errors management




Time to code : the tricks we faced with




What we shouldn’t have done

Be too impatient to code and searching the internet to get php
code samples before reading PostgreSQL documentation

Think that coding with php on mysql and with php on postgresql is the

same : error when trying to execute some updates
UPDATE machines, screens SET machines.id_screen=screens.id WHERE
screens.id _machine = machines.id;

= works in mysql but not in Postgresq|



And after 3 weeks we get this

Inventaire Cronos — Mozilla Firefox

Inventaire Cronos
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Description

Identifiant POSTEO1S1

0 | e | dacenee | datesome | ntel 5 3.26hz
LIN-ECLAIR SERVEUR 2016-09-25 2x 8Gb DDR3

POSTEOLS1 POSTE CLIENT 2015-10-03 5= Sl L
POSTEDLS2 POSTE CLIENT 2015-10-03 B (EEEE ITE
POSTE01S3 POSTE CLIENT 2016-12-09 AEILE FEL
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Windows 10 Professionel 64bits
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. Inventaire Machines
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POSTED251 PQOSTE CLIENT 2015-01-09
POSTED252 POSTE CLIENT 2015-01-09
POSTEO352 POSTE CLIENT 2015-01-09
POSTED4S2 POSTE CLIENT 2015-09-01

POSTEQSS2 POSTE CLIENT 2015-09-01

POSTEQGS2 PQSTE CLIENT 2015-01-10
WIN-0151 SERVEUR 2014-03-02 2016-12-09

WIN-0152 SERVEUR 2014-03-04
WIN-0153 SERVEUR 2014-08-05
WIN-0252 SERVEUR 2016-09-17

192.168.30.150/description.php

[e; Inventaire Cronos - Mozilla Firefox | (@) Ajout Machine - Mozilla Firefox 1/4 @)




3 things and tips to remember




We used these books
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